Meponpuamusa no npogpunaxkmuke XumieHuii OEHEHCHHIX CPEOCH 8 ZPANHCOAH,
COBEPULEHHBIX C UCNOTBb306AHUEM UHPOPMAYUUOHHO-METEKOMMYHUKAUUOHHBIX
mexHo02uu

Cdepa nHPOpPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHBIX TeXHOoJIOTHiA (1anee mo Tekcty UTT) 3arparusaer
Bce cdeppl IKU3HU COBpPEMEHHOTro oOmiectBa. KonmuecTBO TpECTYIUICHHWIA, COBEpIIAEMBIX C
ucnonb3oBanneM UTT, HEYyKIIOHHO pacTeT, METOJIbI, CIOCOOBI M CPEJICTBA UX COBEPILICHUS CTAHOBSTCS BCE
CJIOJKHEE U U30LIPEHHEE.

Tak, B 2022 roxy noapasnenenusimu OB/l BeisiBneno 6osee 100 Thic. mpecTyIUIEHUH, COBEPIIEHHBIX
¢ ucnonp3zoBanueM UTT, B chepe KoMIproTepHON MHPOPMALIMK, C HCIIOIB30BaHueM ceTH «HTepHeT», a
TaK)Xe C UCMOJIb30BAaHUEM CPEICTB MOOUIILHOU CBSA3H.

Bonpocsl, cBsizanHble ¢ ucnodib3oBanrneM WTT Ha3akOHOAATEIIBHOMYPOBHE PETYIUPYIOTCA
®enepanbHbIM 3ak0HOM OT 27.07.2006 Ne 149-D3 «O06 nndopmanyu, nHGOPMALMOHHBIX TEXHOJIOTHUSIX U O
3amuTe MH(OpManum». 3aKOHOJATENbHbIE aKTbhl, pa3pabOTaHHbIE HAa €ro OCHOBE, B LEJIOM IO3BOJISIOT
PockomMHan30py BO B3aMMOJEWCTBUM C ONEPATOpPaMU CBSI3M M OpPraHU3aTOpaMU paclpOCTPaHEHUS
nH(popMalnHY, OCYIIECTBIAT BeJleHne «EquHoro peectpa 1OMEHHBIX UMEH, YKa3aTeseil cTpaHull CaliToB B
UTT ceru «/HTepHET» M CETEBBIX aIpECcOB, IMO3BOJSIOUIMX HACHTU(PUIUPOBATH CaWTBl B CETH
«HTEepHETY, coaepkane HWHPOPMANHMIO, pachpocTpaHeHHe KoTtopod B Poccwuiickoit ®Denepanun
3aMpeIeHo.

[Ipunsarne ®@enepanpHoro 3akoHa oT 27.06.2018 Ne 167-D3 «O BHeCeHMM MU3MEHEHUH B OTJEIbHBIC
3aKOHOJaTenbHble akThl P®D B 4YacTH MNPOTUBONEHCTBUS XHUIIEHHUIO JEHEXKHBIX CPEACTB», MO3BOJIMI
KpeAUTHO-(DMHAHCOBBIM OpraHU3alisIM CBOEBPEMEHHO OJIOKUPOBATh HE3aKOHHBIE TPAaH3aKIIMH, BOZMEUIATh
yiep0 OT HUX.

B cootBercTtBuM ¢ @enepanbHbiM 3akOHOM OT 23.04.2018 Ne 111-®@3 «O BHECeHMM M3MEHEHUU B
VYronoBHbI kKogeKke PDy, y)kecToueHO Haka3aHHWE 3a XHINECHHE JCHEKHBIX CPEJCTB ¢ OAHKOBCKOTO CYeTa
WJIY DJIEKTPOHHBIX JIEHEXKHBIX CPEACTB.

[Ipn sTOM HMMeromMecs HOPMAaTHBHBIE IPABOBBIE AKThl HE B IOJHOW MEpE MO3BOJIIIOT peEIIaTh
nocrasieHHbie nepeq MB/I Poccuu 3agaun.

Tak, mepBUYHBIM cIocOO0M O00pBOBI ¢ TpecTynHOoCThiO B chepe UTT sBasercs ee mpoduiiakTuka,
KoTopass OepeT CBOoe Hauyajga C MpaBWUJ MOBENEHUS TpakJaH, B OTHOLIEHHUH KOTOPBIX MPOUCXOIST
MoreHHndeckue nercteus B cepe MTT. M3yuenue BuaoB mpectynHoit nestenbHoctH B chepe UTT,
METO/IOB UX COBEPIICHUS], METOIOB JOCTHKEHUS eI U 0OMaHa, U3y4eHHE METOIUK U MPaBUJI MOBEACHUS
rpaxaaH Opu OOUICHUH C NPECTYNHUKAMHU, MO3BOJUT MPO(PUIAKTUPOBATh YKa3aHHOE HalpaBjeHHE
MIPECTYIMHON JIEATEIbHOCTH U MPECEUYb HACTYIJICHUE BPEIHBIX MTOCIEICTBUM.

HaubGonee pacmnpoctpanennble Buibsl MolneHHudectB B chepe UTT, a Ttakke mnpuszHaku
MOUIEHHUYECKUX CXEM:

1) mpuoOpereHue TOBapoB M ychnyr mocpeiactBoM cetu «Mutepuer». Ilpumep: co3maercs cait-
«OJHOCTPAHUYHHUK», HA KOTOPOM BBIKJIA/JbIBAIOTCS TOBAapbl OJHOTO BHU3yaJlbHOrO mpu3Haka. llena 3a
TOBapbl BechbMa IMpUBJICKaTelbHas, HIDKE cpeqHepblHOYHOU. [Ipu odopmiiennn 3akaza Bam mpemmaraior
OCYILIECTBUTh IJIMOO TMpeAorary Ha KapTy OaHKa WIM SHAEKC.KOUIEeNeK, JMO0O OIUIaTUTh 3aKa3s
«HAJOXXEHHBIM TuIaTekoM». [IpHCYTCTBHE BO3MOXKHOCTH HAJIOXKEHHOTO IIaTeka OOBIYHO CHUIKAET
onutenbHOCTh. ONHAKO, CTOUT MOMHHUTH, YTO MU MOJYyYSHHH TMOCBHUIKU (ToBapa) B otneneHun «llouta
Poccun» Bbl cHauana ornjauMBaeTe HAOKEHHBIA TUIATEXK, KOTOPBIM BO3BpAaTy HA MECTE HE MOJUIEXKHT, a
YK€ TOCIE MOKETE€ BCKPBITH YNAKOBKY ITOCBUIKM. 3a4acTyl0 BMECTO OIUIAUEHHOI'O TOBAapa B IOCBUIKE
MOTYT HaXOJIUTHCS IPEIMETHI, KOTOPBIE HE MPEICTABIAIOT LIEHHOCTH (AOCKH, KUPITUYH U UHBIE TIPEIMETHI),
7100 TOBaphl, CTOUMOCTbh KOTOPBIX HU3KAasl, OTHOCUTEIHHO CTOMMOCTH 3aKa3aHHOTO TOBapa.

[Ipu3Haku MOIIEHHMYECKOM CXEMbl Ha CalTax: OTCYTCTBHE OT3bIBOB MOKYyMAaTelled, MUHUMAaJIbHBIN
uHTepdeiic, CKyIHbIe KOHTAKTHBIE TaHHBIC, IEPETHCKA BEIETCS C AIEKTPOHHBIX MOYTOBBIX SITUKOB.

[TooOHBIE MOIIIEHHUYECKHE CXEMBl MOT'Y OCYIIECTBISATHCS U MOCPEICTBOM TeJIE(POHHBIX 3BOHKOB C
pa3IMYHBIX HOMEPOB, 3a4acTy0 CTAllMOHAPHBIX. 3BOHALIMN TPEACTaBISAETCS COTPYAHUKOMHHTEPHET -
Mara3uHa, MpejajgaraeT Ha BBITOJIHBIX YCIOBHSIX MPUOOPECTH TOBAp, a TAK)KE TOBOPUT O TOM, YTO BBI YK€



0(OpPMIISIIM HHTEPHET-3aKa3bl U Yy BaC CKOIJICHO OIPEeIEHHOE KOJIMYECTBO NOJapOYHBIX 0aJlIOB, 32 CUET
KOTOphIX BaM o0ecrieyena ckuaka OT CTOUMOCTH.

2) Ilpu3siB o momomu. Ha wuHTEpHET pecypcax 3JI0yMBIIUICHHUKAMHU pa3MeIaeTcst JIOXKHas
uHbopMalMi O HAIMYUHM 3a00JeBaHUs Yy OECIOMOIIHOTO JMIA, W YTO HEOOXOAWMO JOPOTOCTOSIIEe
neuenue. B cBsa3u ¢ yem Bac mpocsTt oka3aTh G1aroTBOPUTENBHYIO TOMOIIb, TyTEM MEPEeBOAa ACHEKHBIX
CpEICTB Ha cueTa OAHKOBCKHX KapT, TMOO HHBIMU CIIOCO0aMU AIICKTPOHHBIX TUTATEKEH.

Koneuno 6I)IB8,IOT JKM3HCHHBIC CUTyallMu, KOraa HO[[O6HI)IC IMPU3BIBBI K 6J'IaFOTBOpI/ITeJII>HOCTI/I
I[CI\/JICTBI/ITGJII)HO MOTYT IIOMOYb CHACTH XHU3Hb KOMy-J'II/I60, OJIHaKO, HpCKAC 4YCM IPUHATH HOIIO6HOC
pemieHre oOpaTuTe BHUMaHUE Ha CIEIYIOIIEe: Pa3MEUICHBI JIW KOHTAaKTHBIC JaHHBIE POJICTBEHHUKOB WIIN
pO[[I/ITeJ'IeI\/JI JiMia, KOTOpOMY HY)KHA IOMOINb, COBIAAAIOT JIM UX JAHHBIC C JAHHBIMU BJIAJCIIBLICB KapT.
[lo3BoHUTE MO yKa3aHHBIM KOHTAaKTHBIM HOMEpaM, a €Ille JIydlle MONpoOyiTe HalTH MX B COLMAIbHBIX
CeTSX.

3) 3BOHOK OT pPOJCTBCHHUWKa, MomaBinero B Oemy. Pa3zgaercs 3BOHOK ¢ HEM3BECTHOTO HOMeEpa.
loBopsimuii, amanTupysicb O CUTYalllH, 3/I0pPOBAETCS, U TOBOPHT «3TO si». JKepTBa, cpasy accouumpys
MIOJICO3HATEIBHO TOBOPSIIETO C KEM-TO, KOTOPOTO OHA HE y3HaJla, TMBITACTCS y3HATh U B UTOTE HA3bIBACT
uMsi OJNIM3KOTO YeNOoBEKa. 3JIOYMBIIIJICHHUK, TIIOJB3YSICh CHTyallMeH, COTJamiaeTcss ¢ TeM, 4YTO HMs
MPUHAIICKUT €MY, IMOCJIC YCTro, HAJIAAB IICUXOJIOTHYECKUN KOHTAKT C )KepTBOI\/’I, HAa4YMHACT paCCKa3bIBaATb
HCTOPHIO O TOM, 4TO OH nomnai B 6exny (A TTI, moman B moymmmio 3a mpecTyIuieHHE, KOTOPOE HE COBEpIIal,
u 1.4.) [Ipu 3TOM 3a4acTyr0 K pa3roBOpy MOJKIIOYAETCS €r0 COOOITHHK, MPEACTaBIISICh KAaKUM-THOO
COTPYIHHUKOM  TOCCTPYKTYpPHl W  TIONTBEPXKJAET  paccka3aHHyl  ucroputo. [locme  gero
«TICEBIOPOJCTBEHHUK» TPOCHT TMEPEBECTH JCHEKHBIE CPEICTBA, SIKOOBI U BBIXOJA M3 CUTYAIlMH U €ro
OCBOOOKICHHUSL.

B cnoxusmieiicsa CUTYyalluXu BbI OJOJIKHBI Cpa3y IIOMHUTHL O TOM, YTO HOJIO6HBI€ BUAbI MOIIICHHUYCCTB
CYIIECTBYIOT, U Cpa3y ke 3aJaTh rOBOPALIEMY JIFOOOH BOMPOC, CBA3aHHBIN C BalllUM 3HAKOMCTBOM U T.IL
Ecnu roBopsimmii meiTaeTcs 3amyTaTh BaC U HE MOXKET OTBETUTh KOHKPETHO, TO cpa3y K€ IMpeKpaTuTe
pasroBop, 1a0bl UCKIIOYUTH MICUXOJIOTHUECKoe Bo3ielcTBrE Ha Bac.

4) 3BoHOK OT paboTHHMKa OaHKa (TMPEACTaBUTEIs CIyXObl Oe3omacHOCTH). Pasmaercs 3BOHOK C
HE3HAKOMOT0 HOMepa. 3BOHALIUI YBEPEHHBIM I0JIOCOM IpPECTaBisIeTcs paOOTHUKOM OaHKa (B OCHOBHOM
HazwiBaeTcs [TAO «COepOaHK»), YBEpEHHO YTBEPKIasi, YTO JKEPTBA SIBJSETCS KIMEHTOM OaHKa, U YTO B
OTHOIIEHUH HEro MPOUCXOAAT MOIICHHMYECKUE NEHCTBHIL, Hampumep, MOCTyNuIa 3asBKa B OaHK Ha
CIHMCaHHE JCHEXHBIX cpencTB. [Ipu 3TOM roBopsmIuii 3ajaeT HEOJHOKPATHO BOMPOCHI: MPOU3BOIWIH JIH
BBl TIEPEBOJIbl JICHEKHBIX CPEJICTB, OIUIAYMBAIM JIM Bbl TOBAaphl Yepe3 CEThb MHTEPHET, CHUMAIH JH BBI
JCHEe)KHbIE CpelIcTBA ¢ OaHKOBCKOM KapThl B mocienHee BpeMmsa. JKepTBa, OyAydd BBEIEHHOUN B
3a0yXJeHue, HauWHAaeT OTBeYaThb HAa BOMPOCHL. HamaguB NCUXONOTMYECKUH KOHTAKT C JKEPTBOM,
MOIIICHHHUK, MOJ| MPEAJOroM MPEeceYeHHs] MOIIEHHUYECKHX JEHCTBUNH M BO3BpaTa AKOOBI MOXMILEHHBIX
JICHeXKHBIX CPEICTB, MPOCUT Ha3BaThb HOMEP KapThl *KepTBbI, AaTy Bbimycka 1 CVC Koj, yka3aHHBIN Ha
o0opoTHOU cTopoHe KapThl. Ob6namas yka3aHHOW HH(OpMalMed 3JIO0YMBINIJICHHUK C JIETKOCTBIO, MpPH
MOMOIIM JIETUTUMHO CYIIECTBYIOIIUX CHUCTEM DJIEKTPOHHBIX IUIATEXel, MOKeT OecHpensTCTBEHHO
MOXUTUTH CO cueTa OAHKOBCKOM KapThl JEHEXHbIE cpeacTBa. Kpome Toro, mHOrAa, mpu mepeBoaax ¢
O0aHKOBCKUX KapT Ha HOMep TenedoHa >KEePTBbl MPUXOIAT OT OaHKa CMC-KOJIbL, IMOATBEPXKAAIOLIUE
nepeBoibl. JlaHHbBIE KOJIbI 3I0YMBIIITICHHUK TaKXkKe MbITaeTC 0OMAaHHBIM ITyT€M BHIMAHUTh.

5) 3BOHOK OT COTpYAHHUKA TOJUIUH (CIEACTBEHHBI KOMHUTET, MPOKypaTypa). 3BOHSIIMIA
MPEJICTaBISIETCST COTPYAHUKOM MPAaBOOXPAHUTENBHBIX OPraHOB U T.J. IIOCIE€ Yero pa3bsACHSET
MH(OPMALIHUIO O TOM, YTO TO MACIIOPTY MOTEPIIEBIIETO B KAKOM-TTN00 CyObhekTe PD MOIIIEHHUKHU TBITAIOTCS
0oOpPMUTH KPEIUT, IPU ITOM Ha3bIBaIOT JoxHBIE DVO ¢ BOompocoMm, 3HAKOM I TaKOe€ MOTEpIIEBIIEMY.
[Ipn ycTaHOBIEHHM KOHTaKTa C MOTEPIEBIINM, 3JOYMBIIUIEHHUKH MPOCAT TMPOU3BECTH Ppa3ITUYHbIE
MaHUMYISIUN: 0(DOPMUTH KPEIUT B OHNATH-KaOMHETE M OCYILECTBUThH MX MEPEBOJ Ha HOMepa Terae(oHOB
1 OaHKOBCKHUX KapTa, MEePEeBECTH JIMYHbIC COCPEKEHUS HA Te e HOMepa TeledOHOB, Ha3BaTh PA3INYHBIC
MapOJIH, MEPEUTH MO CCHUIKAM U T.JI.

Takkxe MOIIEHHUKA MOTYT 3BOHUT IOJ JIMYMHON COTPYIHUKOB MPABOOXPAHUTENBHBIX OPraHOB U
MPOCUTH TMOTEPHEBIINX MOYYaCTBOBATH B 3aJE€PKAHUHM MOIICHHUKOB, KOTOPBIE TMBITAIOTCS TMOTYYHUTh
JOCTYH B CYeTaM IOTEPIEBUIMX, s 3TOTO0 TMPOCAT MEPEBECTH BCE CBOM JIEHEXKHBIE CPEJICTBA Ha



CTOPOHHMI CYeT, SKOObI 3aMOpO3HMB YKa3aHHYIO CyMMy, OoOellas, YTO yKa3aHHbIC JIEHEKHBIE CpEelICTBa
BEPHYTHCS HA CUET NOTEPIEBIIUX CITYCTS KAaKOE-TO BPEMSL.

B yka3aHHOH BBIIIE CUTYallUH HY>KHO TIOMHHTb, YTO PAaOOTHHKHM OaHKA MJIM COTPYIHUKHU MOJHUIIUU HE
OCYIIECTBISIOT MOOOHBIX 3BOHKOB. [laske ecin Bam 1mo3BOHHUT pabOTHUK OaHKa, TO OH B IPaBe TOJIBKO
nonpocuTh Bac 3a0mokupoBaTh Bamry KapTy M oOpartutcss B Omipkaiiiiee oraenenue Oanka. JlaHHbIe
0aHKOBCKOW KapThl, TaKWe KaKk HOMEp KapTel, a yX Tem Oonee kox CVC mepenaBath KOMy-JIMOO
3aIlpeleHo, U HUKTO HE BIIPABE y Bac €ro TpeOoBaTh.

6) IIpnoOpeTenne ToBapoB Ha caiiTax 00bABICHUN (ABUTO H T.1.), 3aKa3 JOCTaBKH 4ero-indo uepes
cepBuchl «bnabnakap». [lorepneBmnii caMm UHULMUPYET 3aKa3 TOBAPOB MJIM YCIYT, IIPH 3TOM IIpu Oecerne
CO 3JIOYMBIIUIEHHUKOM TEPEXOHUT JUIsi OOIIEHUSI B MHBIE CEPBUCHI, TakKe Kak «BarcAm», «Tenerpamm» u
T.J. YK€ B YKa3aHHBIX CEpPBUCAX 3JIOYMBIIUIEHHUK JUOO MPOCHUT NEPEBECTU INMPEAOIUIATy 3a TOBAapbl U
yCIyrd, JHU0O IPHCBUIAET CCBUIKY SIKOOBI CepBHCa IO MEPEBOJY JEHEKHBIX CpPEACTB, 3a4acTyl C
JIOTOTUNAMU «ABHTO OIUIaTa», MOCJIE YEro MOTEPHEBIIMM MEPEeBOIUT JIEHEKHbIE CPEICTBA, HE MOJIydas
IIPU 3TOM 3aKa3aHHbIE TOBApBI WK yCIyru. Taxxke MMean MecTo ObITh Cllyyau, KOr/ia IIPU BBOJE JaHHBIX
OaHKOBCKOM KapThl TOTEPHEBILIETO0 B BBICIAHHOM €My CCBUIKE, JIEHE)XHbIE CpEeACTBAa HAYMHAIU
CIHUCBIBATHCS aBTOMATHYECKU B Pa3HbIX CyMMaXx, HE 3allpalliuBas IpH 3TOM KaKue-JIn00 MOATBEP:KIA01e
KOJIBL.

7) 3BOHOK OT GaHKOBCKOW OpraHM3aiiy ¢ poOOTU3MPOBaHHBIM TekcToM. [loTeprieBiemMy pasznaercs
3BOHOK C poOOOTH3HPOBAHHBIM TEKCTOM O TOM, YTO I0JIaHa 3asBKa B OaHK Ha NepeBo, TM00 Ha MOJydeHUe
KpeAuTa Ha BHYUIUTEIbHYIO CyMMa. B 3TOT MOMEHT HE KOHKpEeTH3upyeTcs HU OaHK, B KOTOpPOM IOJlaHa
3asBKa, HU JaHHble noTeprnesuiero. [locie momoOHOro 3BOHKA pa3faeTcsi 3BOHOK YK€ OT SKOOBI
COTpYyIHHMKA OaHKa, KOTOPHIM YK€ JaeT MOTepIeBUIEMY YKa3aHMs, KaK BBINTH M3 CUTYyallld, MPUHYXKAas
nepenaTh NePCOHANbHbIE JaHHBIE, MO0 OCYIIECTBUTH NMEPEBOJ] AEHEKHBIX CpeAcTB. B maHHO# cutyanun
HYXHO IIOMHHTb, 4YTO OAHKOBCKHE PaOOTHUKHM MOTYT 3BOHUThH KIMEHTaM 0aHKa TOJIbKO C YBEAOMMTEIBHOM
uHpopManuel, HUKAKUX IEepPEeBOJIOB B TeIE(OHOM pEKUME OCYIIECTBUTb HE BO3MOXHO. B ciyuae
IIOJTy4EeHHUs I0JJ0OHOTO 3BOHKA CTOUT, IPY BOZHUKHOBEHUH COMHEHHs, 0OpaTUTHCS B OaHK.

Oco6oe BHMMaHHE MpPOILYy YAEIUTh MH(OPMAIMKM O BO3MOXHBIX MOIIEHHHYECKUX ACHUCTBUSIX MPHU
MIOMOIIIX TOJIOCOBBIX IOMOIIIHUKOB B YIIPaBICHUN OAaHKOBCKUMH CUETAMM.

Ecnu Bam 3BOHAT M IpOCST OTBETUTH Ha BOIIPOCH! (PpazaMu «1a» WM «HET», TO €CTh BEPOSTHOCTb
TOrO0, 4YTO B 3TO BPEMs MPOMCXOJMUT B3JIOM Ballero OAaHKOBCKOIO cyeTa IMPH IOMOIIM T'0JIOCOBOTO
yIIpaBJICHHUSL.



